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A Boolean function F' : F§ — F% can be uniquely represented in algebraic normal form (ANF) as a
n-variable polynomial with coefficients in F5. The algebraic degree of F' is degree of its ANF. A function
F is affine (linear) if its algebraic degree is not more than 1 (additionally, F(0) = 0); and quadratic
if its algebraic degree is equal to 2. F and F' are called extended affine equivalent (EA-equivalent) if
F'=Ao0FoA” + A, where A, A” are affine permutations of F} and A is an affine function on F%.

A function F is called almost perfect nonlinear (APN) if for any a,b € Fy, a # 0, equation F(z)+F (z+
a) = b has at most 2 solutions. Equivalently, F' is APN if |B,(F)| = [{F(z)+ F(z+a) | x € F§}| =2"~!
for any nonzero vector a. APN functions are of a great interest for using in cryptographic applications as
S-boxes due to their optimal differential properties. Despite the fact that this class has been intensively
studied for about half a century there are many open problems concerning APN functions.

Further we consider only quadratic APN functions. In this case B,(F') is an affine hyperplane for
all nonzero a € Fy and B, (F + L) = B,(F) or B,(F + L) = Fy \ B,(F), where F is a quadratic APN
function and L is a linear function. Let us denote by kf' = [{a € FZ \ {0} : B.(F) = B,(F + L)}|. By
the linear spectrum of F we will mean the vector of values AF = (A", ... AL, _,), where Al is equal to

the number of linear functions L such that kI = k. It is easy to see that Zilgl N = 2n
Statement 1. The linear spectrum of a quadratic APN function is a EA-invariant.

Statement 2. Let F' be a quadratic APN function inn variables, n is even. Then the following statements
hold: 1) Al =0 for all even k =0,...,2" — 1 and also for all odd k < (2" —1)/3; 2) M =2
Hypothesis. Let F' be a quadratic APN function in n variables, n is odd. Then the following statements
hold: 1) A\E' =0 for all even k =0,...,2" — 1 and also for all odd k < (2"~1 —1)/3; 2) \l._, =2".

This hypothesis is computationally proved for n = 3, 5; the second item is also verified for all known
quadratic APN functions in 7 variables.

Let us consider two open problems related to the linear spectrum of a quadratic APN function. The
first one consists in obtaining an iterative construction of quadratic APN functions mentioned in [1]. For
this construction, given a quadratic APN function F' in n variables, we need to find a linear function L
such that the special admissibility conditions hold for F' and L. It can be shown that if kI" > 27~1  then
these conditions do not hold. The questions arise: what is the minimal k, say k,;,, such that /\kF > 0 and
does there always exist a linear function L with kf = kmin such that the admissibility conditions hold?

The second problem consists in finding A, _; for an arbitrary quadratic APN function F. An answer
to this problem will be the first step in solving the wider open problem formulated in [2] by C. Carlet
but that was in minds of many specialists. The problem is to describe all APN functions G for a given
APN function F such that B,(F) = B,(G) for all a € F3, a # 0. We prove the following theorem for
one known class of quadratic APN functions.

Theorem. Let F : Fon — Fon be a Gold function F(x) = 22"+ where gcd(k,n) = 1. Then the following
statements hold: 1) if n = 4t for some t and k = n/2+1, then A5, | = 2"+t7/2; 2) otherwise N5, | = 2".
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